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Assistant Professor of Counseling
Southeastern Louisiana University

* Tracy Steele, Ph.D., Director of Student
Support, Stanford Online High School

* Carolyn Stone, Ed. D., Professor of Counselor
Education, University of North Florida




Learning Outcomes

After viewing this webinar you should be able to:

* |Identify legal and ethical complications
surrounding virtual school counseling.

* Describe legal and ethical best practices when
working in a virtual setting.
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COVID-19 Updates

5 m. Eastern. Ethical Considerations:
in a Virtual Setting, featuring Dr. Carolyn Stone, D

00l Counseling in an Online World

ASCA U Specialists: Through May 15, wa're offering our ASCA U Specialist trainings for only $29 f
members (regularly $99) and $49 for nonmembers (regularly $249). No code needed. If you have any issues
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Schooks Werkplaces &

oronavirus Disease 2019 (COVID-19)
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Talking with children about Coronavirus Disease 2019:
Messages for parents, school staff, and others working
with children

General principles for talking to children

Remain caim and rezssrrg,

Teach chudren everyciay actons 12 reduce the spread of germs.
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ASCA Update: COVID-19

(Updated March 17, 2020) — ASCA is closely monit
COVID-19. This webpage pre

g the evolv

les updates on how the virus affects A

and the school counseling profession

ASCA Programs, Events and Conferences

Annual Conference

At this time, the ASCA Annual Conference willstil be held as planned June 27-30 in
Seattie. However, If you've already registered and feel unable to travel, full registratior
refunds may be requested through May 31, The most up-to-date information about the

conference can al

found on the

ASCA Webinars

All scheduled will be presented as scheduled. Webinars are always
free to members; until May 15, 2020, live weblinars are also avallable free to
nonmembers. Past ASCA webinars are available on and are free to
members, A limited number of past webinars are also CEV
qulzzes for weblnars from March 15-May 15 are free to both members and
nonmembers.

ASCA U Specialists

We understand a lot of professional development ey

nts have been ca

led, 50 we

wanted to make sure our mer

bers, nonmembers and graduate students can gef

professional development they need and have requested. Therefore, from March 17-
May 15, we're offering our ASCA U Speclalist trainings for only $29 for members
(regularly $99) and $49 for nonmembers (regularly $249). No

have any iss

Jo needed. If you

s purchasing or registering for any of these professional development

offerings, please

RAMP

The deadiine for RAMP applications is still Oct, 15, 2020, However, applicants will not

senalized for incomplete applications (results reports, spring advisory counc

meetings, canceled activities and programs) due to school shutdowns from COVID-19,

Planning for Virtual/D. s-ﬁnc"e R
School Counseling During,an;
Emergency Shutdown ““" £

The rapid spread of COVID-19, commonly referred to as the coronavirus, has forced
districts to review and in some cases implement emergency shutdown plans. Plans should
outline comprehensive school counseling services that will be provided and address equity
and access issues such as ensuring students have access to computers and internet

Depending on your district’s safety protocol, a school may want to appoint a
multidisciplinary team to create plans so services can continue in the event of a shutdown.
This team should include an administrator, school counselor, lead teachers, school social
worker/psychologist and school nurse, plus other personnel deemed necessary.

PROVIDING VIRTUAUDISTANCE distance school counseling? Develop methods to

SCHOOL COUNSELING minimize or prevent potential misunderstandings
Plans for providing comprehensive school counseling that could occur due to a lack of visual and verbal

services should take into account any state-specific
legal mandates as well as ethical concerns. The ASCA
Ethical Standards for School Counselors (A15 Virtual
Distance School Counseling) provide guidelines for

working in a virtual or distance leaming environment

Providing school counseling services and activities
in a virtual setting presents some chall d

cues or the inability to read body language.

» Are you providing as much information on the
school counseling website as possible? You should
be prepared to update it frequently.

PROVIDING DIRECT STUDENT SERVICES
Instruction: Prioritize the most critical academic,

limitations. Here are some issues o consider.

= Have you worked with administrators to develop
a plan for how students and families can reach the
school counselor through phone, email o onlfine

« Are you following your school and distrct policies
for online services/activities, accessing student
information and using online platforms?

= Do you have procedures for students to follow
in both emergency and nonemergency situations
when the school counselor is not available?

 What steps will you take to mitigate the
confidentiality limits you may face when providing
virtualidistance school counseling?

= How will you educate students on ways to
participate in the relationship through virtual

career and lessons while continuing
10 teach the school counseling curriculum as much
as possible through schoolidistrict online platforms.
The uncertainty of working in a new environment
may bring heightened stress to students. Review the
ASCA Mindsets & Behaviors standards and focus on
standards aligned with student needs and related to
heightened stress such as:

= M 1. Belief in development of whole self, including

a heaithy balance of mental, social/emotional and

physical well-being

M 2. Self-confidence in ability to succeed

= 8-5MS 7. Demonstrate effective coping skills when
faced with a problem

= B:5MS 9. Demonstrate personal safety skills

 8:5MS 10. Demonstrate ability to manage
transitions and ability to adapt to changing
situations and responsibilities

855 9. Demonstrate social maturity and behaviors
appropriate to the situation and environment

3/23/2020
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The School Counselor and Virtual School Counseling
(Adopted 2017)

American School Counselor Awaciation (ASCA) Position

School counselors working in & virtual setting provide & school counseling program through the use of iechnokogy and
distance (virtual onlime ¢-leaming) counseling with the same sarmdardh and adherence 10 ethis as school coumekon working
0 traditional school sttings Scbool does work with all o equity, access snd
esers €48 indints whether ivml sched comddlig s ofhend synsivonsuily w siyeiuitourty

The Rationale
Online learning is becoming incressimgly refied upon in the United States (Setzer & Lewis, 2005) as sucdents ranging fiom
Kindergarten o the puntsexondary level are envolling i irtual schooks and anline dhstance-cducation peograms (Holmes &
Koskwyki, 2016). Clark (2001 ) defimed # virtual school a5 “an aucational onganization tha offers K-12 courses thic
et  wb-dasd sk (1 11 Sodentscon b evived i s prograes, rnpig e  pr i, bybeid mde
10 which they take some of thess education a ty dhgsal emn wonment
1o fully onlioe programs and degrees (Holmes & Korkowski, 2016)

Mary states have appned virusal academies or virtiaal charer publac s hools b serve an state-furded chacstxonal e sroaments
ata have shown that envollment in online of vietual learming i rapdly iecroasing. Within this new envieonment. school
Coumelons provde progsamiming 1o promute engagement in the virtual sl cownseling plation o emure sderts can gain

ccew W the e pentil C e v ditane
counseling. technology snd social every amempt w and mevt any legal and ethical
Nmml--lht“vluhn‘mn (Corey, Schaeider Corey. Corey & Callanan, 2015, p. $45)

Schoul coumedorn shoukd ensure they continue o follow cthical standands in thesr virtual school coumseling program
(Wikcaenski & Coomey, 2006). Osborn, Peterson and Hale (2014) found that the experiences of school counselons can
provide new frames of referemce to umique expersences of those who service as virtual school counselon

The School Counselor’s Role
Withun this pew eov ironment. schou coumsehor provide Programming 1o encuurage engagement i the vt schonl
counneling platform w ensure stadents can gamn access 0 the ook reuired to reach thew puotential Stmdents eneoll
schools for myriad reasons aed come fhom diverse hackgrounds These sixdents have ungu feasons for chooming 1o aftend o
Virtual schol (0 remove barmiers that keep them from achieying siccens i school These anique feasoms inclod bul are oot
hensed 1o

« Dialing w ith mental health ey that kead 10 them nceding 10 be i 4 smaller emy ironment

« Bewng medically unable 10 atiend a phyvical schod

« Preferring 4 smaller emviroament. smaller class sure or being able 1o be on thew own

+ Dealing with bullying i wraditional school setting

« Wanting # more rigorous school cumculum

. “.-.... more s aualied mainuc tonal st

« Roquiring piled and or accelerated counes
< Dimabopi ayoshoumenshy.sich e buing o e oo ond ebind n thos
« Particrpating i athletics o performing arts o the professional level

School coumelons working with students n a virtual settiag shoukd
* Adhere o the same cthucal gusdelines in 3 virtual setting o school counseboes m .|.‘ Ao-face setting
* Revognize and achrow ledge the challenges and limitations of viriual school coumselin
« limplement peocedure for students to folkna 1n both emergency and mooemerpency siatutens whes e schesl
coumsclon s st v
* Recognire and mitigate the fimitation of virtual school coumselor confidentialiy, which may inc hade umintended viewer
"
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Due to COVID-19, many of you will provide
tele-counseling.

The coverage provided with the ASCA
Membership would include coverage for tele-
counseling as long is this is part of your school
counseling activities.

The limit is $1,000,000 Per Occurrence/Aggregate
and pays after the school coverage has paid.
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Ethics are Aspirational

“Ethics is knowing the
difference between what you
have a right to do and what is
right to do.”

Potter Stewart
Associate Justice of the
United States Supreme Court

3/23/2020
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ASCA Ethical Standards
for School Counselors

1. Supporting Student Development
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A.15. Virtual/Distance School Counseling
School counselors:

a. Adhere to the same ethical guidelinesin a

virtual/distance setting as school counselors in face-to-
face settings.

b. Recognize and acknowledge the challenges and
limitations of virtual/distance school counseling.

c. Implement procedures for students to follow in both
emergency and nonemergency situations when the
school counselor is not available.
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d. Recognize and mitigate the limitation of virtual/distance
school counseling confidentiality, which may include
unintended viewers or recipients.

e. Inform both the student and parent/guardian of the
benefits and limitations of virtual/distance counseling.

f. Educate students on how to participate in the electronic
school counseling relationship to minimize and prevent
potential misunderstandings that could occur due to lack of
verbal cues and inability to read body language or other
visual cues that provide contextual meaning to the school
counseling process and school counseling relationship.

3/23/2020
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* Work with your administrator and district
office to establish the new norms

* Be Informed

e Stay in communication with school
personnel as needed

* Advocate when necessary and approprite




Educational
Rights &
Privacy

Act of 1974

Goal: Protect Integrity of a Student’'s Academic .
Record & Protect Student's Priva

Read the privacy policies for the platforms that
their school systems use.

Know limitations of district’s platform.

Advocate for a change if the platform is thought
to be detrimental.

Don’t select or use a platform without district
approval.

3/23/2020

10



3/23/2020

B Loay A S C A W E B N A R S E R

) 1
“ “ I COUNSELOR

ASSOCIATION

Family
Educational
Rights &
Privacy

Act of 1974

Goal: Protect Integrity of a Student's Academic
Record & Protect Student’s Privacy
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Student Education  School officials
Record: * Schools to which a student is transferring
Records that contain = Specified officials for audit or evaluation purposes
information directly * Appropriate parties in connection with financial
related to a studentand | aid ‘03“':’2'“ i el e
W i d by N5 COf certain ror
which are maintained by 00'"93"‘13 S g
» Accrediting organizations
* Appropriate officials in cases of health and safety
agency or institution smergecies
s 2  State and local authorities, within a juvenile
Justice system, pursuant to specific state law
= To comply with a judicial order or lawfully issued
subpoena

an educational agency
or institution or by a
party acting for the

The Health Insurance Portability and
Accountability Act (HIPAA) is a national
standard that protects sensitive patient health
information from being disclosed without the
patient’s consent or knowledge. Via the Privacy healthcare provider Protected Health « To the individual
Rule, the main goal is to vho electronically transmits Information?: « Treatment, payment, and healthcare operations
Ensure that individuals’ health information is health information in connection Individually identifiable «Uses and disclosures with opportunity to agree
properly protected while allowing the flow of |  With certain transactions health information thatis | or object by asking the individual or giving
health information needed to prov = Health plans transmitted or maintained |  Opportunity to agree or object
promate high quality health care and to < Healkihéace dearnphouses in any form or medium | +Incident to an otherwise permitted use and
the public’s health and well-being. ity (electronic, oral, or paper) e
- « Business associates that act on behalf by a covered entity or «Public interest and benefit activities (e.g., public
rog ¥ & of a covered entity, including claims its business associates, :e:th activities, Mv;!l:sdibuse or neglect,
by rocessing, data analysis, utilization edents, research, law enforcement purposes,
= [ 9. y excluding certain et e
«Limited dataset for the purposes of research,
public health, or healthcare operations

review, and billing educational and
.
“\” employment records

11



enacted in 1974 that protects the privacy of student education records. The
(T ETy R (oL W TS g TR RGBT TV RV LT LT T Act serves two primary purposes: 1. Gives parents or eligible students more
(L0 G EL EERER G TR AE AT RS R BT CELER GRS ETTEEE control of their educational records 2. Prohibits educational institutions

L e A AV TR B TR TR T ENG LR TGAE G CE LRV TR from disclosing “personally identifiable information in education records”
allowing the ow of health information needed to provide and without written consent

promote high quality health care and to protect the public’s

health and well-being.

Who Must Comply

LN AV T [ TR o N (A T ETa T TR WATE T L R @ Any public or private school: — Elementary — Secondary — Post-secondary ©
information in connection with certain transactions e Health Any state or local education agency Any of the above must receive funds
BT ORGSR L TR R T G TSN VT EESE LG E R O B = T4 8 under an applicable program of the US Department of Education

on behalf of a covered entity, including claims processing, data

analysis, utilization review, and billing

Protected Information

I LR RN [T ET T PR T A VR VAT R G EE T Student Education Record: Records that contain information directly related
information that is transmitted or maintained in any form or to a student and which are maintained by an educational agency or
medium (electronic, oral, or paper) by a covered entity or its institution or by a party acting for the agency or institution

business associates, excluding certain educational and

employment records

Permitted Disclosures

© To the individual ¢ Treatment, payment, and healthcare

L ey SO EEE T T NG T LR ARG LT [ A (TR 888 e School officials ® Schools to which a student is transferring ¢ Special
LR AR R G N G G DET RGOV TR L O TR RS education officials for audit or evaluation purposes e Appropriate parties in
Lo [ RO [T TV GR T e TR T e L RV G TEG LRV connection with _financial aid to a student e Organizations conducting
Public interest and benefit activities (e.g., public health acti certain studies for or on behalf of the school ¢ Accrediting organizations ¢
victims of abuse or neglect, decedents, research, law Appropriate officials in cases of health and safety emergencies ¢ State and
enforcement purposes, serious threat to health and safety) ¢ local authorities, within a juvenile justice system, pursuant to specific state
Limited dataset for the purposes of research, public health, or law e To comply with a judicial order or lawfully issued subpoena
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PAA
Skype for Business / Microsoft Teams
Updox
VSee
Zoom for Healthcare
Doxy.me
Google G Suite Hangouts Meet

3/23/2020
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My school wants us to be glsls“lglllﬁf
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Considerations:

Set Hours
Clear Boundaries

Personal Device
Emergency Resources

O AMERICAN

SCHOOL

Informed
consent

o £
\

Do we need a signed release from parents first? | know there are online schools
with online school counselors that do this every day, but how do we as brick and
mortar counselors incorporate it into our practice?

3/23/2020
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Do we need a signed release from parents first? | know
there are online schools with online school counselors
that do this every day, but how do we as brick and
mortar counselors incorporate it into our practice?

Work with administrator and district to inform students,
parents and families about the process.

Things to consider:
Student privacy
Family involvement as needed/appropriate

Check ins
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Considerations

* Headphones with a microphone

* Noise machine

 |dentify a separate or private room.
You may think you are starting with an
academic topic, but the discussion can go into
other places.
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Can school counselors take
home educational records if
asked to do so by an
administrator?
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From the Family Policy Compliance
Office which governs FERPA

There is no prohibition against teachers and school
counselors taking home education records, assuming
these are school officials with legitimate educational
interests, which they probably are. They should just

be sure to protect the information they take home

from other people who are not school officials or
parents from seeing the information.

3/23/2020
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CRISIS

Identify COMPREHENSIVE CareTrarisitions
enti are Transitions,
and Assist APPROACH Linkages

TO SUICIDE

PREVENTION Eliectie

Care/Treatment

Increase
Help-Seeking

Reduce
Respond Postvention Life Skills

bl i Connectedness
to Crisis and Resilience <

The biggest concern is the safety of a student in crisis
that we cannot locate or help immediately.

o
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NAMI HelpLine
Monday-Friday, 10:00 a.m. to 6:00 p.m., EST

National Alliance on Mental lliness (800) 950-6264

COVID-19 (CORONAVIRUS) INFORMATION AND RESOURCES

Contents

I'm having a lot of anxiety because of the coronavirus. Please help........
I'm quarantined or working from home - lonely and isolated even further — what can |
do?
| don't have health insurance or a regular doctor — how can | get care
What if I'm quarantined and can't get my medication? Will there be a shortage’

My business is suffering as a result of the Coronavirus. What assistance programs are
available to help?

Are people who have a mental illness at a greater risk of contracting COVID-197.............

Is there a vaccine or cure for COVID-19?, 9
I lost a loved one to Coronavirus. Where can | find support?....
I'm a smoker. Am | more likely to catch COVID-19? What should | do’

How does homelessness increase risk of contracting COVID-197.........ccuummmummsmmsssmssssssnnsne 1
My loved one Is incarcerated, are they at increased risk for exposure to COVID-192.........cccenn 12

I'm the aging parent of an adult child living with a serious mental liness. | want to be sure they
are taken care of, 13

3/23/2020
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m Are you following your school and district policies for online
services/activities, accessing student information and using online
platforms?

m Do you have procedures for students to follow in both emergency
and nonemergency situations when the school counselor is not
available?

m How will you educate students on ways to participate in the
relationship through virtual/distance school counseling? Develop
methods to minimize or prevent potential misunderstandings that
could occur due to a lack of visual and verbal cues or the inability to
read body language.

m Are you providing as much information on the school counseling
website as possible? You should be prepared to update it frequently.
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The American School Counselor Association
(ASCA) Ethical Standards for School Counselors
(2016) state that

“school counselors have an ethical imperative to
maintain a professional distance from students
and parents. Professional distance is the
appropriate familiarity and closeness a school
counselor engages in with students and their
family members. When professional distance is
violated, then dual relationships occur
(ASCA, 2016a, A.5)".

3/23/2020
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AN ASCA POP-UP WEBINAR

#scchat: Moving School Counseling Online

Wed, March 25th, 8:30pm ET

3/23/2020
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Wendy Rock
wendy.rock@selu.edu

Tracy Steele
tmsteele@stanford.edu

Carolyn Stone
cstone@unf.edu
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